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- MrSID (SID) DN XN XN’ YNNI AN (1) Orthophoto 1>
_ECW o ey Orthophotos (2)
.TB nywy 7y v 0>nara Hax (1) Orthophoto 1>
VNN OINNYN DINIR GOIND INIWI MM
%ﬁdgzsoéglg\ig RG, M1 21210179 MYNNNI NN OPIN NN WRY , NN | Orthophotos (3)
' -1 03— (Web Map Tiles Service) WMTS
.Web-n 777 on Filesystem
- GeoTIFF
-JPEG ©>172 GB 1901 Ty SW ©°n9)2 NN INIP
-PNG M1 NPAN ,IN 79 NAN SV NPIID HY 1IN ONNNY Raster data
- BMP SOPN NNPRY NIVD MHVINT
- TIFF
) TP )N NPDIDIAN Y9N YTININ NI
Cgr}ll;li’g?;? lfé’;gfrglif‘f, DY DMVPND DNTIIND WK DNPN DNP
DBF & SHX files .DMDN NP DMON ITO ,MOLPTNNIP
~GML M1 ESRI Shapefile folder - | Vector GIS Data
-XY7Z (XML) Geography Markup Language - Files (1)
- GeolSON: JSON (ASCID) Cartesian Coordinate System File -
' Geo Json -
-KML 7 KMZ Keyhole Markup Language (XML) -
-KMZ , TP )N NPDIDAN IMINIIN YTINN NS
- TAB folder that 0 DY 0>VPNI DNVIINN WNR NN 0P | Vector GIS Data
contains at least: TAB, .DDN NP DMDN ITO MO TNNIP Files (2)
DAT, ID & MAP files Markup Google Zip-compressed keyhole -
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vNPN n“?’:ﬁn NN xMPN MO
- Geomedia’s vector Language
Microsoft MDB file. Maplnfo vector -
- ESRI's ArcGIS Interggraph Geomedia -
Workstation / ArcInfo ESRI Vector Coverage -
COV file GPS data -
- GPX
- OSM (XML)
- Parquet and
GeoParquet
_ . , 07201 MOIYNA DOWNNYNRN MNVPN ¥y PN I8ap | CAD (Computer
) B\)yg(fsl?jﬁ)}/) ML | ™oy anmm AutoCAD momn vy widwa Apoya | Aided Design)
.BricsCAD-Y ZWCADNHNT MInN Vector
- 3D Shapefile o) DO TIN-NYN DINVPN NN NONPNY DINN) 7N 3D (1)
- ESRI MultiPatch DOV
- DAE (coladea)
- TIN
-138
- OSG (Open Scene o) DYTON-NYN OMINMVPN 72N NOMND DIMNN) 7IAN 3D (2)
Graph) .00
- GeoJSON 3D
- Parquet and
GeoParquet
-IMG NLWN 9 HY DX PO TIN .
- TIFF (+ TFW) M1 DEM (Digital Elevation Model), DSM (Digital Elevat“(’ll; Model
- Grid (GRD) (Terrain Model Surface Model), DTM (Digital
-JPG (+ JIGW)
- PNG (+ PGW)
- CSV (TXT or CSV)
. NVWN 3 HY DN POTIN .
X;(SZ?H Grid (TXT or O DEM (Digital Elevation Model), DSM (Digital Elevatl(()zr; Model
- MrSID (SID) (Terrain Model Surface Model), DTM (Digital
- Parquet and
GeoParquet
NMVYHN DY MIVNININ D) DIINNNN DM NN
TopoJSON O SunY) 11172 53NN DN DX ON NPNVPNN | Vector Topology
(PPN DM GOIN
- CityJSON
- CityGML
) Ecll\(/}cer(?lli\{g_{erML) o >PNOD 22NN HTIN 91D DYTYPHN MM NN | Special spatial
Information M(g) deling) NNMON MYYNINDINNY | modeling files
- CIM (City
Information Modeling)
SV YN MYNNNI DN DIDID NOV DN YYD
DO¥2P YV NMI2D2 DHDNIND DN RIN DN D0
D912 .NYYANN NN HY DIXAPN NN TINa Filesvstem
- *.GDB folder M1 ,NOPN :HUNY D9INN YT DY D37 DIND DIND Spatial ]}Satabses
-~ GPKG ST TP PY ,MIN9ID NN 0D | P

structure ESRI FileGDB spatial database -
MBTiles OGC GeoPackage Spatialite and -
based database

(1)
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1119N0

91

VPN s NN NP WO
- GRASSrc7x or - GRASS open-source spatial data management Filesystem
GRASSrc8x 0] database Spatial Databses
- access mdb 2000 file - ESRI microsoft mdb personal GDB (2)
- LAS (LiDAR
?’ggﬁs(lgg.gg{lgf‘: MILHINLIN Y MP>IVI DWHWNHN DN
e ) D>275101N DX91T) DINA DINAPA I2YTN 19 IDND
B 5S¢ T NPON MOLPTNNIP DY MTIPI KV GOIN .
. %(E{% ((f)AO?CI(I))n file 0 nPh D TYPR 1550 TP my .avpomnn | omts Cloud

v ANI0N YY HTH-NIN POV NPT

e e noYNN
- Parquet and ! '
GeoParquet
Zip M1 NP T )PIIN NPNRYD WHYNND DINIP VPN e
Rar NOINT NN ,DO82P DV 29 1901 H’ONY D1 WK

NLP/NLU T9yn mysnra mwynanmmm Digital ymna 51905 012359 519on ymn naov
(M2) »10MNAON Y702 NHNN INITI TIDY 2IIYM)

SYTNT NONR DY NPSDMVNIND TINNN NNNAVYAY DINMN TIDYY NPYVLI NNVPVIIIND
(M2).Parquet X9 ,Columnar Format vnmad nann ,nonT

NIVN TPEVPIVNIND MAVIV MY YN YN NIV 5117 NNONA — Data Organization
Moy Bl vioon MmN Ry 3N 100 y1RN DY mTNYN N>I8N DY N2NN DT 19V
(M2): ™21 155> MXPVIINRD 1PDNN

OMTIN 14.9.1

Partitioning  14.9.2

Parquet \o2m ,Columnar Format vnmas nnn  14.9.3

OoNT 1494

m»n N (Cache ,0vEY O TPN) Raster Catalogue -9 oM o THIN 14.9.5

R R4y

Y190 91N Maov .15

YININD NYLY OMNMN VTN DI NNON .YTHN DIN MDHNN WNIAN YN NAOY NNDNI
2DV TIDdYN 20V YTININ NN DXNNA DY YN

: (19102 V191D HON) OIHIND YTHPN PINN

,DONMN MIN NN MVLIND NIVNI,MNPNN NN SV VOPN N1OVW — Transient Zone  15.2.1

.DYTNN DYOITIVD/NT MTNY DINT)
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DY /7 ONINN 292 DVOPIN DMNMN NOMN> N2 N1OVW — (Bronze) Raw Zone  15.2.2
(015 "N Meta Data ©102 5y NPNURI MPPM MXTHN MP 71— mM17)Y)

DINMN MN NNVIN YIHNN INND YN HHI» 11 Naowa — (Silver) Trusted Zone  15.2.3
IXMPY OYDY 90N YN 919D YN ONYI ORDY YN MY — MIaID)
(M2).(n1OYTIV0 NN NYTND NH2YN YN DY MSHVLITIVD)

DYDID WNRWIY 19N YPHRN 1oNN 1w N1owa -(Gold) Curated\ Enriched Zone 15.2.4
DM TN YTNN DT NIND.WTNN NDOHY 552 1YL TNN NDD ,0IW P INNND
TIDYN 19980 ORNNA DXWTN DMNIN 1IN 1IN NATMINY DTN ,NPNNY YN

(M2) .mnmm

Transient Zone 15.3

YN HYIONNY VOPN NN OMNMNN Transient Zone-> MMPON Y DNYLIN ONMN 15.3.1
NI5M DTN DOVITIVO/NTNH MTND 517, 0NN MNX NX NVIAND DNIVHVY
APNOY MPPVIIRM Bl -0, v1vnn 7y mTNY NMXY DINMIN

,DY PN NANN/TIDY AINT NNVIANY DXDY DOVNING : NN VDN NNLANN "IN 15.3.2
(D¥211°N ,D712°0) NYIRNN #NIVYIM (DPNY KIY) NN MPN ,MTNN

95 GUND ,972PN2 MNP DVNRNWYN 1900 DY NTaya Twmn> Transient Zone -0 15.3.3
12920V PONN AN RNNRD/ITYD YNNI THN

NYNHM DMNIN NPV MW IWNR Transient Zone-1 799N MN NXPY MPY YIS 15.3.4
VPNRN 0NN TIVNHN SV

29 14.6 PYDIIVNAY DY DXVNPNN P DN NPYL  15.3.5
;9w TN 99 Transient Zone -n 15.3.6
MDPANVIN MIPA 15.3.6.1
LDYNN YR MNPH /DMNYN OITIVHN NN P NTIN MDD 15.3.6.2
.DOYNNWYNN MDD MNWIN 15.3.6.3
.D0NN PANVN MNWIN 15.3.6.4
.DYIANWUND P2 DY) MIRVIN 15.3.6.5

TN VIIUN MYN 15.3.6.6

(Bronze) Raw Zone 15.4

NNLAN YONN INNY ,DTIDY /0NN MY ONMN YD NN DY Raw Data -n 9N 15.4.1
DN MON

: DI T IANMN NP TNSY NYD 15.4.2

,7292 NODIN YW mode -1 NPYVLY MIYIN — YWVINIPIN YA 1NN 15.4.2.1
(NN9NN *9Y) 791 Ta52 DIV’ NOTYY NODIN ,TADA NOTY
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SV NVOPN YIIND NN DY VIPIN TN DMWY MMD YTPY MM 137 15.4.2.2
JNTIPN NVYYPA IANNY TN NNT IIIN

DOW/PANR VNN MDD 15.4.2.3

Y NYNYNT MPPM PXTON MPYT2 — INYNY/NDY01 OONN) NNVAN 15.4.2.4
.0MIMY Mo Meta Data n ©02

(M2) (Silver) Trusted Zone 15.5
21999 NY NN MHDYNIHNIN 1551

9190 YOI NI NRIY YT NMNTD DIWNNN DN YN 2PLVY DOYSHN 15.5.1.1
YT DY PNHOITIOD TPNINPY D) 0N Y

N L,OPVIMYIV 12PN) NNOD MPXTA — DN MDNX NNV MP>Ta 15.5.1.2
YVIOPT IPIND MPITA NITHN VAN .OMIAPY XY DN NPT 000190
TV MIRNDI/NPEPN NPIGD/NNND ,NPIDIN NMIN VINOYW MYNNNI

AN 297NY POON TIP YO 1DOWD

oMn N1 X ,Optical Character Recognition (OCR) »»5nn nbyan  15.5.1.3
NN NP ONNIN NIYYND NNNN IN VOPL YV NINND PV
NPpoY

0N Mt N Intelligent Character Recognition (ICR) »>%nn nbyan  15.5.1.4
DMNN NIYYND OMY DN NNMIDA T IAND DY NINNY PVINIVIN
PPOY NNNN NP

191990 YYD YNNI YNNI NI 15.5.2

MYSNNL PTHND N> NPVINHVD DTNV MDD NN — SN 15.5.2.1
N ADMNY 12N TIP SYOP NIV TV MIRND/NPEPND NPID/NNN

MY MNP ISMINY MDD P, NMY MNYI P2 MOUDTINP NN 15.5.2.2
STONN 132D NN NVY DOINNNAYN DINWN MINN NN 15.5.2.3

L DNIN ONDND MYSNNL - 15.5.2.4

. ML (O)/AI m>12> mysnNa - 15.5.2.5

Data Geometry +>955 y 71 Feature Class -1 0V NOXTMNO P2 NN 15.5.2.6
721 2MA 51 0P, NP DI NN — RONTD

.Lookup Tables -2 n>nn 15.5.2.7

SV NN N Y 7200 N N Lookup Table by Meta data v 15.5.2.8
MPY N DIND Y¥INN MoN .omynwm Lookup Table -2 o3mmn
STy

ST MINN NMIN 00N DY, 000197 Wiy — Data Profiling  15.5.2.9
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(M2) - (Gold) Curated/Enriched Zone

N9OYY 952 ¥TIYA TNN RID YTNN DY VIV HP MNND D0 AN N NN NN 15.6.1
RUR{p}a)

YT O9MINY YT MM YN YDPHN OMND DI PR TPNNDOVIR DY MND - 15.6.2
0 7 YTNINY ©YTHN [, NPNND YR NMYOY TNINY YTNN DT NN DINDNINRIDON
STV MINMNN TIDYN DIND DORNNA OXWTN DN 1IN

1 %y Geo Digital Twin — Digital Twin -2 12m MMAd N9 5193 ANNn 15.6.3
W M5VINT D190V DINNNN DIDTIND MVLONNN PDAPN DY DIDIN VO NN PPYYND
21902 DOVPIIINRD

MN) P YOIV VPPN 53D DXPDINN DODTIND NIMNDN PINIDN MINNNN OINN2 - 15.6.4

SV DMV LOPL MNMN SN LOPMIIND NYNNND IINI DTN D) ININ/DIPN

3D Y115 1Y NNV NINON DY N MIND NN Y TINNN DXADNVNN ,VPIIND
VUNNND

DYOVPMIRNN GOIV JOIND )ITYNNN DTN DY MMNDINIVY IWIRNY NDID DD IMNN - 15.6.5
.(O) CIM -1 BIM » 1) 115 0»0mon

(M2) Data Processing .16

o vann WX ELT w/ ETL »95 mysnna Data Pipelines v2°90n 1995 ynn maovw Y95
UITIN MYN IR MYNaINN (Recipes) Y110 n»aan Nnad/»mHny

.Data Processing Pipelines-1 (Data Integration) ©mn T2y DY NIRINND NOPNYN

NN N9 25NN, 09NN ETL 5510) ETL »250n ,y711 712>y 1010 1995 11 dNwn 1°59
YDONN NNAY SV YMN YTNY OMNX TIOND NN NN ,TAX VNNAD TNNX 7NN ANNIN
.MM

:12N2 MOLNINN MY T2 Ty ETL 155
.Data Pipelines »25nn1 ©pn »Hn» N0y 16.4.1
(M2).1>29y ,1°72y 5510 ,MAav Y10 O NONN - 16.4.2

£19NY VNN DN YDIDIN NVOP NN 16.4.3

.BigData 16.4.3.1
.0>-TB Y N9 »73702) MNIYI NP DIDY0NN DMIPNOT DINNIYDDY 16.4.3.2
.0>-TB Yw N9 7021 No-SQL onvw ooy »oooa 16.4.3.3

,IVOY TP MY ,0°112) Y9TIN L0512 NN N DMIVDI DONM MNIAN  16.4.3.4
.0>-TB 5w 0>n9)2) ILINNNINI IVNINVID MTIPI PNY

NADIND MYMIN DY 14.69¥D2 VAW DOVNINON DMNM NVYP NN 16.4.3.5
TV QDN VPN DO

OGC (Open Geospatial Consortium) VITVLI NNIN NNN  16.4.4
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PN N1ONN

International Organization for Standardization (ISO) Technical -2 n>nn  16.4.5
.Committee 211

— mM27% 0N 0NN (DATUM) 0¥mLRT MO TNINIP MNYIL MM NONN - 16.4.6
,WGS84 UTM ,n2pnn DXIW Nwa [, NYTNN DRI DY YN ORIY NYA
EGM96

DY NN NN wanny Scale In/Out N5 — Scalability & Multi-process  16.4.7
(M2) .n1n7M9v591 DY V1NN NN YIN XDV 191N DT MMNMPHRN OIPN

2PN VNANN DI — MPYMOVIN N 16.4.8
.Data Pipelines 25101 S¥ NXOND OI8OV MO NY1>> 16.4.8.1
.Data Pipelines n7p2y nvby  16.4.8.2
(M2).7m01TIRIP MOIWN P2 MINNN DY MSMVINI 1NN 16.4.8.3
MY2IPN NN MAvA NNN 16.4.8.4
0N XY TINMVIN DDNN NN NN 16.4.8.5

.(Synonyms) 0173 M7 FPNDNIINN DT NP IIONN OV MIIMOVIN - 16.4.8.6
(M2)

.Event-Base  Triggers ©02 5y noyan Ny Hn - 16.4.8.7

.(Orchestration) 090N NAVN NYY>>  16.4.8.8

M2) opwnn  16.4.9

Moo 955 99 RESTful API pwnn mdnd ysmn ETL-n o930 » wan 16.4.9.1
5NN

5S¢ (Publish) o9 nH1> mnn ysmn ETL-n 995 » vy 16.4.9.2
.07 Web 'nawd RESTful APDm v

N MM 16.4.10
YIDOWONM MM NOR N 16.4.10.1
NN 1NND MY Audit 16.4.10.2
.02 NMON apynd Audit 16.4.10.3

(ETL/ELT /1 ) Data Integration — 1902 V9910 99 NN DYDY APVN IDVNNFFB-F1BY->55  16.5

PNNNOIVN MHNIM NNV (Cleansing), MNP2n [, HIMNND YN M0NN 16.5.1
0”9 0KV Artifacts M92°M Geospatial Y7102 TN W MINIM

.Fault Tolerance (Build to Fail, Build to Scale) n»915p0 yqwan> Tdyn»ws  16.5.2
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MNNN MIPVINR MV Y1 Join, Lookup, Merge, Aggregation, Filtering m>>»
27197 In Memory , Multithread , Multiprocessing5512

“IPHEAIPOZ M NPVNIVIN MDD

,DINDONIN NN MYNNNI O”NY 0N apv — Data Preparation
JT2) DPN DMNNN NN VIV

9 NMAan ,0MoN DY 0097 Nt — Data Profiling

/ DOVITIVD D>TNIY DPRY DN D995 N1on — Data Elimination
LD D99

— Events - (Streaming) »)150) (Batch) »)175»0-8 19182 T2y n91>»
.FULL, DELTA nmay n»> 550

2wn , Intersect , Spatial Join 5 Geo Processing -1 NN nwam
ST9Y Arc ) IND19 HY NLY 2WIN YNNN IVIN ,PNIN

INOND MO PN D, (Loop Y913) I8I0DPIN MY
MPPODVLLD

INAY DVIYPT PN pipeline -N DY P¥IWOPIN /flow -N NN
UITI AUNRD YNNION

Drag and 55110 »%xv pwnna (M2dy nan) Recipes n7ad nvo»
DN NN VIV NN NNV NOID TIN DYoNM 0>2°37 W Drop

-TN) WNNWN Y NI 1YY (scheduler) potn : MDWadb £>190 NN
NITINN .00 DMIVNI IN/ DNIYID NPN ONIM DY VTNNN NV (PN
-1 DR PTHIND 9OV AWK (DY»N) UNNWN PYNN MYSHNNI D) IWINNN
97 TIP DNA ADWY 7P IV 19IND 0N .DXOITIVD/ DMIMNIND trigger

D251 INPN DMIPN TNSN

(O).Recipes -nn pond> ML/AI »2>57 199w Mo

MY YN PONN DY YN HIAPD N0 :pipeline -2 NP NVYHVY
MNS IONNY DXVPMIIN/MMIYI MND ,NWAD trigger -N , 010 ,NINNN
ST NMOWON VYYD Drill down 5910 ,mnbwrd

D511 PoN5 N Debugging Mo

Data 17012 ©XNNMIN MTY P2 YT MIVP SY MHOLMVIN NPT NN
Data >viN 0»RY N8P ownnwn moys Data Discovery w Wrangling
.Engineering

Data -y Data Preparation 1825 mv5» — Data Wrangling m»o
.Transformation

APV NP MM YN DM N»Na — Data Preparation m»o»
DY NNPOYM

Data Wrangling-m Data Preparation -n »5nn nx 255 n9»
.0W11p Recipes nnona

16.54.1

16.5.4.2

16.5.4.3

16.5.4.4

16.5.4.5

16.54.6

16.54.7

16.5.4.8

16.54.9

16.5.4.10

16.54.11

16.5.4.12

16.5.4.13

16.5.4.14

16.5.4.15

16.5.4.16
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MMVIN YPNAITIN NPV 16.6

YNYNY (NYD NyN 1PTIVNY 193) DYITNN OXIY NYID DONMN NIND IWIRNN  16.6.1
.10NAVYHL NVITIVON MV TNNRIPN NIIWYND

,TINY MOIYN 12 DINY N YDV ML TNNIP MOIWN PANIND IWIRNN G0N 16.6.2
MNYIN .0MIVN D90 NPOININDY MOPTNNIP D9 Pa PHNY NN 1
20 N2IND NPNVTIND

DOPNN ORI 16.6.2.1

MYN ORI 16.6.2.2

JUTM  16.6.2.3

WGS’84 noonan mny nva 16.6.2.4

MY 55921 (N9NN NOVN NYNANND POY MVPINNND GON) DATUM-1 50 16.6.2.5
(0) WGS’84-y GRS/80-2 N> N

%99 NINN MDD K910 ,MNS TPY Extension N TIDYN Y90 MYSNHNIA YN NINNN - 16.6.3
191 PN M9y MMIN) YN nnNNo D>V 7
https://www.mapi.gov.il/professionalinfo/geodesy/documents/hanhayot1998-2012.pdf

N TIVYN YD MYSNNI YNIAN OVTNN DNIY DYDY ONMN NIND IWIRDIN  16.6.4
.DMVNIBN 7-5 DRNNA NN M 991D ,MND TPY Extension

TN NOM §9) 1T Arc MDD ,NTIPI P — NON DN NINNA PV WINN  16.6.5
DMWY DYONNI P2 PTNY)

MY DMV DIVNINA DINVPI NVIYP NI — NPSMIND MDY NVIYP IWINNN  16.6.6
D99 1079Y > aN1N DIMNNI HTIN DDYINN,DINT DINN) YDYDIY

Arc Multipitch 13209195091, 10919 ,0 TIP3 1P — NDN DINM NINNANIDV IR 16.6.7
VTN HY DMY DXVND P2 T NN D) T

.25V SY MINXDI) P DMWY NPNL WINNN 16.6.8

,ANY 910 0P, NIMIP D N2 —NInTY Feature Class -2 ommv y oo panmnn 16.6.9
JTN

MTIPI 190NN SWNI S9INNNN MY W NINNA 12T — Data Geometry nnn 16.6.10
NN

5y 9201 ynn 70 Lookup Table by Meta Data 5y — Lookup Tables -1 nomn  16.6.11
MPY IN DN Y¥INN N20N .0Mynwm Lookup Table -2 03110 Hv »n9700 1918
STy

(O) >70 NHN YTNRA IV NHYD>  16.6.12
.Grid -y Raster oy nTay 16.6.13

W PG, PNG 007192 DIRYMN DY DMIVDI NHYL D0 1O 16.6.14
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Mosaic -1 (Cache ,0097 OP11R) Raster Catalogue -5 ©m Y N3N N2> 16.6.15
YN HY NMY NPV DY NTHIAY) T2y MPNIN N2wd DataSets

NDpanmnd oxnna, Geo Tiff VNNV DINININ DNIYW DMIVDI PHYANDV NI 16.6.16

Digital Twin -y GIS/Spatial capabilities — >an9%1/°99)8%) ¥y 911’y .17

N9 21991 PoN5 Spatial DB 902 5y %2n719/97K%) DN 5110 2557 95N N1N1N2VIaN
M2)

NN DY Y89 GWANY ,0IND/DMIINININ DN IND DI NN VIVPY TIRINK NN 1§ N2V
Geospatial Analytics-n M5 191 MY PN (Geoprocessing) Y9 MINNIN TIYN MW 9>
(M2) .spatial data -nyn M2IN NP IPNN ,WIND

NaY N TPNn/HYTN Noan XN Geo Digital Twin — Digital Twin -2 7900 nHMavLan
DYOPIIND DY MOVMT DI95W” DINNNN DTN MVLINNN MIAPN DY DI VO NX P PYYN'D
MN) PO YOIV VPPN DD DIPDINN DIDTIND MININ ,NIDN P9ININNND DINN D19V
LOPMIND YW 0w Meta Data »»nnn Ynin ,0P»2IRN AYNHNND YONITY HTIN D) AN/
NPININ MNIN DY M9 MIXNL(NTI NN TIT XD) 018y GIS -n Won NN ©2ONwNN
MNP NDID> PADN NHNAVIIN .AYNNND THMI-NON DTINY TV (122 NIMPN I9DN 11ND) NIV
DOLPMIIND GOV PN PITYNNN OONI DTN NNAY wanow Geo Digital twin m»o»

(M2) .0»omMm>N

Meta Data .18

.DMININ YV (D7°200) DIHYN Y1 Y0319 NNV TWIND
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https: //cloud.google.comsstorage/thl= | Object storage for companies of | Cloud Storage
en all sizes

https: //cloud.google.com/bigquerythl | Cloud data warchouse BigQuery
=en
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https://cloud.google.com/storage/?hl=en
https://cloud.google.com/storage/?hl=en
https://cloud.google.com/bigquery?hl=en
https://cloud.google.com/bigquery?hl=en
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URL Documentation NN PR R-17)
https: /7cloud.google.com/bigquery/do | BigQuery Geo Vizisaweb tool | BigQuery Geo
cs/geospatial-visualize for visualization of geospatial Viz
data in BigQuery using Google
Maps APIs
https: 7/cloud.google.com/dataflow?hl= | Unified stream and batch data DataFlow
en processing that's serverless, fast,
and cost-effective.
https: /7cloud.google.com/datapreprhl= | A cloud data service to visually Dataprep
en explore, clean, and prepare data
for analysis and machine
learning
https: //cloud.google.com/data- Visual point-and-click interface | Data Fusion
fusionthl=en enabling code-free deployment
of ETL/ELT data pipelines
https: 7/cloud.google.com/data- Data Catalog is a fully managed, | Data Catalog
catalog/docs/concepts/overview scalable metadata management
service within Dataplex
https: //cloud.google.comsdataform?hl | Develop and operationalize Dataform
=en scalable data transformations
pipelines in BigQuery using SQL
https: //cloud.google.com/bigquery/do | BigQuer with location BigQuery GIS
cs/geospatial-intro information capabilities
https: 7/cloud.google.com/looker- Build reports and dashboards Looker Studio
studiothl=en
https: //cloud.google.com/lookerrhl=en | Unified business intelligence Looker
platform
https: //cloud.google.com/apigeethl=e | APIs Management with ApiGee
n unmatched scale, security, and
performance
https: //cloud.google.com/billing/docs | Cloud Billing is a collection of Cloud Billing
tools that help track and
understand your Google Cloud
spending, pay your bill, and
optimize your costs.

;YN NNVIAN DINNA DXANINN NPAVYNNIYI DY VIPI PNY  28.3

URL Documentation MWon | GCP -2%550 ov /1929
S 139

https: //cloud.google.com/secur YT NNVAN NV 7 | Security 192n

ity-command- ,D°02) n91) ¥y o1 | Command Center

center/docs/concepts-security- (Mnwpn ,mwon | (SCC) Premium

command-center-overview

https: 7/cloud.google.com/secur 9N MNTIN dPpwNna nn | BruteForce 1739

ity/products/recaptcha- MY NNy 7 wviny | reCAPTCHA

enterprise mnTyn >pwnna | Enterprise

https: //cloud. google.com/secur mrwIM ownnwn 51n | Identity Platform | 1 72

ity/products/identity- MFA - 2FA + (IAM)

platformzhl=en

VPC firewall rules | Cloud Firewall VPC Firewall 17an

Firewall | Google Cloud

https: //cloud.google.com/secur nMvpn nNayn ) | Cloud IDS 172

ity/products/intrusion- (intrusion

detection-systemzhl=he
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https://cloud.google.com/bigquery/docs/geospatial-visualize
https://cloud.google.com/bigquery/docs/geospatial-visualize
https://cloud.google.com/security-command-center/docs/concepts-security-command-center-overview
https://cloud.google.com/security-command-center/docs/concepts-security-command-center-overview
https://cloud.google.com/security-command-center/docs/concepts-security-command-center-overview
https://cloud.google.com/security-command-center/docs/concepts-security-command-center-overview
https://cloud.google.com/security/products/recaptcha-enterprise
https://cloud.google.com/security/products/recaptcha-enterprise
https://cloud.google.com/security/products/recaptcha-enterprise
https://cloud.google.com/security/products/identity-platform?hl=en
https://cloud.google.com/security/products/identity-platform?hl=en
https://cloud.google.com/security/products/identity-platform?hl=en
https://cloud.google.com/firewall/docs/firewalls
https://cloud.google.com/firewall/docs/firewalls
https://cloud.google.com/security/products/intrusion-detection-system?hl=he
https://cloud.google.com/security/products/intrusion-detection-system?hl=he
https://cloud.google.com/security/products/intrusion-detection-system?hl=he

Detection

System)
https: //cloud.google.comsblog/ | ya m0PYaN wr NN | Cloud Armor 17an
products/identity-security/new- Povn NNaY 1 MavaN) | (Cloud Load
waf-capabilities-in-cloud- (1429 | Balancing and
armor Network Services
(Cloud Armor,
Cloud NAT,
Network
Telemetry, IP
addresses))
https: /www.15.com/cloud Nya LYPYar wN NN | F5 XC SAAS 5727
Pavn NNy 2 Mmavan) | Distributed Cloud
(51299 | WAF
m7yn 5 7 CA | Certificate 172
https: //cloud.google.com/secur Authority Service
ity/products/certificate-
authority-service
https: //cloud.google.com/secur mnnan 5 | Cloud Key 173N
ity/products/security-key- Management
managementthl=he Service
5w ndyn) ¥y nosn | CipherTrust 57anM
0N MNn 575 Thales | Mana ger
(MaNNN MNNMN ¥
https: //cloud.google.com/secur API>pwin by nnn | Secret Manager 173N
ity/products/secret-manager
https: //cloud.google.comvsdatap | 71 »n NN ¥y 57 | Dataplex 1739
lex?hl=en
https: //cloud.google.com/secur YN 997 NI NN | Cloud Data Loss | 17201
ity/products/dlprhl=he Prevention
https: //cloud.google.com/dlp/d
ocs/inspecting-storage
https://cloud.google.com/dlp/d oM nopnn | De-identifying 17

ocs/deidentify-sensitive-data

sensitive data
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https://cloud.google.com/blog/products/identity-security/new-waf-capabilities-in-cloud-armor
https://cloud.google.com/blog/products/identity-security/new-waf-capabilities-in-cloud-armor
https://cloud.google.com/blog/products/identity-security/new-waf-capabilities-in-cloud-armor
https://cloud.google.com/blog/products/identity-security/new-waf-capabilities-in-cloud-armor
https://www.f5.com/cloud
https://cloud.google.com/security/products/certificate-authority-service
https://cloud.google.com/security/products/certificate-authority-service
https://cloud.google.com/security/products/certificate-authority-service
https://cloud.google.com/security/products/security-key-management?hl=he
https://cloud.google.com/security/products/security-key-management?hl=he
https://cloud.google.com/security/products/security-key-management?hl=he
https://cloud.google.com/security/products/secret-manager
https://cloud.google.com/security/products/secret-manager
https://cloud.google.com/dataplex?hl=en
https://cloud.google.com/dataplex?hl=en
https://cloud.google.com/security/products/dlp?hl=he
https://cloud.google.com/security/products/dlp?hl=he
https://cloud.google.com/dlp/docs/inspecting-storage
https://cloud.google.com/dlp/docs/inspecting-storage
https://cloud.google.com/dlp/docs/deidentify-sensitive-data
https://cloud.google.com/dlp/docs/deidentify-sensitive-data
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an‘nin IPSec (VPN)
DirectConnect | InterConnact
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FAEIE

|t Ywnn VPC mrt 7unn [115N0 70
D'MVY NN a jpva VPC

12nn 7nm
D'M¥ NN

n'mwn
nmnis nen

MYwnn Twn On-prem / ISP

On-prem
ISP ['AT 7wnn

: DN MNYAI 190N NOHYD YTNN NITY

P2 DOMPY NN DIVIO NIWINN : (Government to Government) G2G-n nwy 32.2.1
JONOWNNN NWIA NOWNNN YTIVN

YT DY YN TN DPNOWNN NIN DN NMIVAND : Open gov In (OGD -n nvny 32.2.2
.NPVNNN NYIL DNONINN DIMPY NN

DXMPY NN T DY YN TIIND NOWNND NIvann : Open Gov Out (OPU) -nnwy - 32.2.3
.D»N5WNN NINN 091N 1T DY DNONINN

NODINND MPYN NPWN .DMTIYNA P DIWNN OMPY NOIND IdRvn nvarn G2G-N N1av
.OAuth Token np>72 >y 1970 DI NN, 0> TIVNN MW HYW GW-N P2 NNVIND NNVPN DY

DVNTN TIWN HY NNVYPNN THPNVR DY YSIN PYY DITIVNN P OTIDN NIPN

DOXMPYN N3N IR Full Mesh 171802 777 pyY 0 79wnn Pa MWpn MdORIYAN NPNIN
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LDOMPYS NYNN
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¢ Send Application
request on Port
13443 local GW

e OAuth Token
Include headers:

e x-client-id
o x-client-secret
® x-scope

¢ Get OAuth token
from remote GW
with x-* params

¢ Send request on
port 8443

—

e Return Token
from OAuth Server

e Check MTLS
connection

e Check Token and
Scope

* Route to Service

—

Application
Server

¢ Backend URL
* Backend Port
e Swagger

—

gw user guide for gov.docx NAv) - NPNINN TADN 295 KIWA0 POON DY

NN2VYON MI*2D .33
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1 N2>202 NNV NN NN PINND PR YD
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NN DN DIYOHN VOV N0 . NXMN
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